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Abstract—As the number of IoT devices grows exponentially
every year, so do the security threats. Due to their mobility and
limited size, power and performance, these devices are particu-
larly vulnerable to side-channel attacks that are based on device
physical leaks. In this paper, we modulate the power supply
voltage to secure the devices against two types of side-channel
attacks: differential and correlation power analysis attacks (DPA
and CPA) that aim to reveal cryptographic secret key and attacks
that process the leaked signal to obtain the information on the
activity inside the device (e.g. identify the keystrokes when typing
a password). We perform both types of attacks on a low-cost
microcontroller used in a variety of IoT devices and find the
most effective voltage modulation for both of the targeted attacks.
The proposed countermeasure is easy to implement and does not
require re-designing the microcontroller, thereby avoiding high
costs of fabrication and testing. It is extremely effective against
cryptographic attacks as it increases the minimum number of
traces required to disclose (MTD) by two orders of magnitude.
For non-cryptographic attacks the correlation coefficient between
the leaked signal and the sensitive information is lowered by 33%.

I. INTRODUCTION

The rapid expansion of Internet-of-Things has made security
a major concern. The IoT nodes are small devices with
limited processing and storage capabilities that restrict the
implementation of power hungry cryptographic algorithms.
Suddenly, the side-channel attacks that have been known for
several decades but have had mostly academic importance,
have become a real threat. Their practical implementation was
first reported for the smart card pin retrieval, and it has evolved
since towards attacks on a wide variety of IoT devices.

Side-channel attacks extract the sensitive data by measuring
device physical leaks such as time, power or electro-magnetic
radiations. They can be classified into passive and active
attacks. Passive attacks can be further classified into attacks
that target the cryptographic algorithm secret key and non-
cryptographic TEMPEST attacks. The former ones are known
as differential and correlation attacks that are based on passive
recollection of data and signal statistics applied on data after-
wards to retrieve the key [1]-[10], [12]-[14]. The latter ones
take advantage of leaked signals, generally electro-magnetic
radiations of high-frequency signals such as CPU, memory
or voltage regulator clocks that contain amplitude modulated
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sensitive data. They are then used for example to retrieve
passwords by identifying keystrokes or obtain the information
that is displayed on a screen. Active attacks are based on
running a small program inside the device to create patterns
in the leaked signal that disclose sensitive data [15]-[18] and
are used for similar purposes as the TEMPEST attacks.

The signals that are routed throughout the entire chip such
as power supply and clock, are the strongest signals and
hence, the ones that leak the most of sensitive information
[1]. Therefore it is of utmost importance to protect the leaks
coming from these signals.

In this paper we focus on the power attacks. The leaked
signal used in the power attacks is the current going to a device
and is usually measured as a voltage over the shunt resistance
that is placed in series with the power supply, divided by
the resistance value. The current depends on both the power
supply voltage and the activity in the chip and can be expressed
mathematically as the load transductance amplitude modulated
by the power supply voltage. We propose to modify the power
supply voltage to create aliasing of the load signal to protect
the device from TEMPEST and active attacks. Aliasing in the
measured spectrum lowers the correlation between the leaked
signal and the sensitive data as the original load spectrum
is obscured. Additionally, the modified power supply voltage
introduces variations in the power traces making the CPA and
DPA attacks more difficult as well.

To test this, we use real on-board power measurements
performed on an Arduino platform and change the power
supply voltage externally. The proposed countermeasure is
easy to implement and thereby avoids high costs of circuit
design, fabrication and testing. We prove that it is capable of
increasing the minimum number of traces to disclose by a
factor of 100, and it lowers the correlation coefficient to 0.67.

II. RELATED WORK

The best method for evaluating the effectiveness of the
countermeasures is by performing an actual attack.

Differential Power Analysis and Correlation Power Analysis
are the most commonly used attacks for retrieving the secret
key of the cryptographic algorithm [20], [21]. They are based
on collecting a large number of power traces for different
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inputs. The traces are grouped according to a value of a bit
in a particular position (DPA) or correlation model (CPA) for
a certain secret key guess. The correct key produces a clear
difference in signal statistics of the different groups in a DPA
and high correlation values in a CPA attack.

Several implementations have been reported to perform
DPA and CPA attacks on Arduino [22]-[25]. Neither of them
considers non-cryptographic attacks based on data correlation.
The work in [23] considers the CPA attack only on AddRound-
Key, one operation inside an AES round that is executed
separately from the rest of the algorithm. The work in [22]
presents a test bench for remote power attacks on Arduino
Uno and Arduino Due platforms. They use an EM probe to
capture the radiations from the chip and calculate their power.
Their goal is to demonstrate that the attacks on IoT nodes are
easily achieved and available at low cost, effort and knowledge
on targets and should be taken seriously.

The work in [24] presents a testbed for power attacks on
microcontrollers PIC and Atmega, and explores the effective-
ness of several hardware and software countermeasures. The
hardware techniques such as adding a constant current source,
voltage regulator or another microcontroller in parallel with the
attacked one, are not effective. Adding an operational amplifier
to introduce non-linear relationship between the current and
the voltage and building a low-pass filter with capacitors
and inductances increase the number of traces needed for
the attack, but at the high cost of power and area overhead.
Software techniques such as injecting random instructions and
shuffling the S-boxes randomly also improve the security, but
the number of injected instructions needs to be very large,
leading again to a significant power overhead. The tutorial in
[25] describes a hardware and software setup for performing
side-channel attacks and briefly presents the changes that need
to be done to Arduino’s board connections in order to capture
the power traces. However, experimental results regarding
the number of traces to perform a successful attack are not
reported.

Several countermeasures have been reported for voltage
regulators [2]-[9]. However, their implementation is expensive
as they all require re-design of the device’s power supply that
includes chip design, verification and fabrication.

There is very little work on countermeasures against active
attacks and TEMPEST attacks. Most of the work in the
literature describes different methods for attacking [1], [15],
[19], but neither one of them offers a protection against these
attacks. TEMPEST attacks take advantage of the amplitude
modulation of the sensitive information (the so-called red
signal) that is either done by periodic signals inside the
device such as CPU clock, voltage regulator clock or memory
controller clock, or by a crosstalk of data buses (the so-called
black signals).

Active attacks manipulate peripherals [15], memory [16],
[17] or power management unit [18] by infiltrating a small
program in the device that creates certain patterns in the leaked
signal and thereby, reveals information on the device’s activity.
These attacks are very dangerous as they can hack the device
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Fig. 1. Illustration for a) non-cryptographic and b) cryptographic attacks.

from large distances and even through obstacles such as wall
separation.

III. POWER ATTACKS

In this work we evaluate voltage modulation as a method
for securing the device against both type of attacks.

There is a fundamental difference in the nature of both
types of attacks. The non-cryptographic attacks search for
correlation between the leaked signal and the activity inside the
device. The correlation is calculated for each program execu-
tion and takes into account the change in power during time.
CPA and DPA attacks are based on many power traces and
search for correlation between the power samples at the same
time moments. In other words, while active and TEMPEST
attacks exploit the behaviour of the power trace sequence in
time, CPA and DPA attacks exploit the relationship between
different power traces sample-wise. This is illustrated in Fig.
1.

We first analyze non-cryptographic attacks. The leaked
signal is the current I(¢) going to the device. The activity of
the device is the load for the power supply voltage regulator
and can be represented as the equivalent resistance R(t)
that changes in time. The current can then be expressed as
I(t) = V(t)/R(t) = V(t) - G(t), where V (t) is the voltage
power supply of the device and G(t) is the equivalent load
transconductance. It can be seen that the leaked signal I(t) is
the load transconductance amplitude modulated by the voltage
power supply V' (¢).

In the frequency domain, the current spectrum is obtained
as convolution of the voltage spectrum and load transductance
spectrum. Therefore, we propose to modulate the voltage to
create aliasing in the current spectrum and, as a result, lower
the correlation coefficient between the load and the leaked
signal.

The voltage is modulated as V(t) = V,,, + V; - sin(w - t),
where V,,, is the mean and V, the amplitude of the voltage.
Since the voltage is modulated as a sine wave, another replica
of the load spectrum is created around the sine frequency. If
the load spectrum at the DC frequency and the replica overlap,
aliasing is produced, and the original load spectrum is more
difficult to retrieve (see Fig. 2).
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Fig. 2. Aliasing

A similar idea has been reported in [2] for switched capac-
itor dc-dc converters. However, their methodology is applied
to flying capacitors in the voltage regulators and has not been
tested on a real device, contrary to this work where the actual
attacks are performed on a popular microcontroller used in
IoT devices to assess the effectiveness of the proposed voltage
modulation.

IV. EXPERIMENTAL RESULTS

To test the proposed countermeasure, we perform two
experiments: one for non-cryptographic attacks and the other
for the cryptographic attacks. For both experiments, we attack
the execution of the AES-128 algorithm.

AES is the most widely used encryption algorithm for IoT
devices and is based on laborious steps such as permutations,
shuffling, and linear transformations that involve the input
data and the encryption key. Ideally, these operations ensure
that the relationship between the input and the output data is
random. Although AES is considered to be quite secure, side-
channel attacks such as Differential and Correlation Power
Analysis (DPA and CPA respectively) can break the algorithm
and obtain its encryption key. For non-cryptographic attacks,
any application can be chosen to be attacked instead since we
are looking for the correlation between the leaked signal and
the device activity. However, we use AES-128 as well for the
sake of simplicity.

A. Experimental setup

Several board modifications are necessary to perform the
attacks and modulate the voltage on Arduino board.

To record dynamic changes in the current that are needed for
the attacks: for the correlation power analysis and to obtain the
information on the activity inside the device, a shunt resistor
needs to be inserted as close as possible to the Arduino’s
microcontroller. The farther away the resistance is, the more
filtrated are the high frequency components of the current.
With this in mind, we have placed a 120 Ohm resistance
between the 5V power supply pin of the Atmega328P chip
and the power trace on the PCB that connects that pin to the
ouput of the voltage regulator (see Fig.3). As a result, we have
bypassed the voltage regulator that acts as a low-pass filter.

The power supply for Arduino is connected directly via
5V pin as all voltage variations are filtered by the voltage
regulator if the power supply is connected to Vin pin. We use
a PeakTech 4046 function generator as a power supply that
can be modulated (see Fig. 4).

As explained in section III, we use a sine function for the
voltage. To make sure that Arduino is not damaged, we vary

Fig. 4. Voltage modulation with PeakTech 4046 function generator

the voltage between 5V and 6V. Since there is a voltage drop
over the shunt resistance, the voltage on the microcontroller
side is even lower than these limits. The frequency for the sine
function is varied across a broad range of [0, 100MHz].

We use the NewAE ChipWhisperer platform to perform
the power attacks on Arduino as well as to record and
analyze current traces. Chipwhisperer platform is designed
to perform CPA attacks. It connects to the target board via
four digital connections and one analog measurement port and
communicates with the target board via SimpleSerial protocol.
Only the AC value of the current is recorded since both attacks
extract information from the dynamic changes in the current.

B. Non-cryptographic attacks

The first experiment is designed to assess the effectiveness
of the countermeasure to protect against active and TEMPEST
attacks.

Fig. 5 shows the spectrum of the device current when
Arduino is operating out of fixed 5V (up) and the spectrum
of the device current when the voltage is modulated with
frequencies of 10 MHz (middle) and 20 MHz (bottom).
There is a dominant frequency component at 16 MHz in
the original spectrum, that corresponds to the Arduino clock
frequency. The spectra obtained with the modulated voltage
show additional frequency components as a consequence of
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Fig. 6. Correlation coefficient vs. voltage sine frequency

voltage modulation. Due to the low voltage swing of the
modulation and possibly due to sampling frequency limitations
of the ChipWhisperer platform, the additional components
from the modulated signal are difficult to distinguish in the
spectrum.

We calculate the correlation between the power trace
recorded for one execution of the AES algorithm when
Arduino is operating out of a fixed 5V voltage and the
power trace recorded when the voltage is modulated at many
different frequencies from [0, 100MHz] range. Fig. 6 shows
the correlation coefficient against voltage frequency. It can be
seen that the largest decrease in the correlation coefficient of
33% is observed for a frequency of 50MHz.

The drop in the correlation coefficient is limited due to the
DC component of the modulated voltage. Since the voltage
mean is 5.5V and the amplitude is 0.5V, the zero-frequency
component in the voltage spectrum is much larger than the
spectrum component at the sine frequency. The replica of the
load spectrum is therefore multiplied by the voltage ampli-
tude, and the original spectrum is multiplied by the voltage
mean. When the two of them are overlapped, the frequency
components of the original spectrum are not affected enough

Frequency Number of traces
0 (fixed 5V) 1K
10 KHz 1K
10 MHz 10K
30 MHz 40K
50 MHz +130K
TABLE I

MTD FOR DIFFERENT VOLTAGE SINE FREQUENCIES

by the frequency components of the replica. To remedy this
situation, some other type of voltage modulation capable of
creating more aliasing should be applied instead.

C. Cryptographic attacks

The second experiment is designed to assess the effective-
ness of the countermeasure for CPA and DPA attacks on AES-
128.

First, we deliver 5V constant voltage to program the Ar-
duino. Then, we perform a CPA attacks for a constant 5V
voltage and record the number of traces needed for the attack.
Afterwards, we modulate the voltage as in the first experiment.
We perform a CPA attack for several different frequencies
and observe a huge increase in the number of traces needed
for the successful attack at SOMHz, the same frequency that
resulted in the smallest correlation coefficient. Table I shows
the number of traces needed for the successful attack at
different frequencies. MTD for an 80% success rate where
13 secret key bytes are recovered out of 16, is 130K traces.

The presented methodology uses only off-the-shelf com-
ponents without any security measures integrated with the
processor and increases the minimum number of traces to
disclose similar to the previous work in [10] (100X) where
the inductive voltage regulator was integrated together with
the AES core and fabricated in 130nm technology. The
achieved MTD is also three times larger MTD than the one
reported in [11] (30X) where the specialized co-processor
was implemented by using logic style and layout techniques
different than the standard ones and therefore, not available to
everyone. The increase in MTD reported here is several times
smaller than the MTD reported in [12] (692X), [7] (4000X)
and [13] (4210X). However, their increase in MTD comes at
the expense of high design complexity and high fabrication
cost. Additionally, the proposed methodology can be used on
devices that already have security countermeasures applied
to them, to achieve even better device protection against
cryptographic attacks.

V. CONCLUSION

We evaluate the effectiveness of the countermeasure based
on voltage modulation against both, cryptographic and non-
cryptographic side-channel attacks. The voltage is modulated
as a sine function to create aliasing in the spectrum of the
leaked signal and therefore obscure the spectrum of the device
activity. The variations in voltage also introduce variations
in the device current during CPA and DPA attacks making
it more difficult for the attacker to find the secret key. We
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implement the countermeasure on Arduino platform and test
it for several different voltage sine frequencies. The results
show that the proposed countermeasure is extremely effective
against cryptographic attacks as it increases the mean time
to disclose by several orders of magnitude. The effectiveness
of the technique is limited for the non-cryptographic attacks
due to the limited amplitude for the voltage variations. The
sine frequency that achieves the best security protection for
both types of attacks is the same, making the proposed
counteremasure a promising approach for increased security
in the electronic devices.
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